ICS 35.040
L80

GB/T 35273—2020
GB/T 35273-2017

Information security technology — Personal information security specification

2020-03-06 2020-10-01






g b~ WODN B

51
52
5.3
54
5.5
5.6

6.1
6.2
6.3
6.4

7.1
7.2
7.3
7.4
7.5
7.6
7.7

8.1
8.2
8.3
8.4
8.5
8.6
8.7
8.8

9.1

GB/T 35273—2020



GB/T 35273—2020

10

11

9.2
9.3
9.4
9.5
9.6
9.7
9.8

10.1
10.2

11.1
11.2
11.3
11.4
11.5
11.6
11.7

A

B
C
D



GB/T 1.1—2009
GB/T 35273-2017

——GB/T 35273-2017

i 5.3
5.6 2017
7.4

7.5

i 8.5 2017
9.7
11.1 2017
11.2
” 11.3

SAC/TC260

GB/T 35273—2020

GB/T 35273-2017

5.4

7.8

10.1

C 2017 C



GB/T 35273—2020



GB/T 25069—2010

GB/T 25069—2010

3.1
personal information

3.2
personal sensitive information

14

GB/T 35273—2020



GB/T 35273—2020

3.3
personal information subject
3.4
personal information controller
3.5
collect
1
2
3.6
explicit consent
3.7
consent
3.8 user profiling
3.9

personal information security impact assessment



.10

1

.12

.13

.14

.15

.16

.17

delete

public disclosure

transfer of control

sharing

anonymization

de-identification

personalized display

business function

GB/T 35273—2020



GB/T 35273—2020

4

b)
©)

d)

e)

P

9)

5.1

a)
b)
c)

5.2

b)
c)

5.3



5.4

5.5

d)

P

b)

D

2)

3)

D
2)

3)
4)

5.3

0
202
73—

352

T
GB/



0
202
/T 35273—

GB

5)

6)

)

8)

b)
©)

d)

e)

) a

5.6

a)
b)
©)
d)
e)

P

9)

h)

i)

10



)
6
6.1
a)
b)
6.2
6.3
a)
b)
c)
D
2)
3)
1
2
6.4
a)
b)
©)
7

7.1

GB/T 35273—2020

11



GB/T 35273—2020

7.2

7.3

7.4

12

a)

b)

©)
d)

e)

a)

b)

b)

D
2)

D
2)

111



7.5

7.6

7.7

8.1

b)

d)

a)
b)

D
2)

7.3

GB/T 35273—2020

13



GB/T 35273—2020

a)
b)
©)

8.2

8.3

a)
D
2)
b)

©)

8.4

a)

b)

8.5

14

15



8.6

8.7

8.8

P

a)
b)

P

D
2)
3)
4)
5)

6)

)

8)

8.1~8.6

GB/T 35273—2020

8.1~8.6

15



GB/T 35273—2020

9.1

9.2

16

d)

e)
)

b)

©)

d)
€)

5.6
11.5
D
2)
3)
4)
5)

D
2)

8.1~-8.6



9.3

9.4

9.5

P

9)

h)

a)
b)

©)

b)

©)

d)

e)
)
9)

a)
b)
©)
d)

0
202
T 35273—

GB/

17



GB/T 35273—2020

9.6

9.7

9.8

18

e)

P
9)

b)

a)
b)
c)
d)
e)
)
9)

h)

D
2)

9.1 9.6

SDK

API1



10

10.1

a)
b)

d)
10.2

b)

11

11.1

D

2)
3)

4)

D
2)
3)
4)
5)

10.2

GB/T 35273—2020

19



GB/T 35273—2020

1)
2) 100
3) 10
d)
1)
2)
3)
4)
5)
6)
7
8)
9)
10)
e)
11.2
11.3
a
b
C
11.4
a)
b)

D

20

12

200

100



11.5

11.6

d)

e)
P

11.7

a)
b)
©)
d)
e)
P

2)

3)
4)

5)

6)

0
202
T 35273—

GB/

21






B.1

B.1

GB/T 35273—2020

14

23



GB/T 35273—2020

C.1

C.2

a)

b)

C.4

24

C.5

a)



C.5

a)

b)

d)

48h

a

C.5

C.1

GB/T 35273—2020

25



GB/T 35273—2020

C.1

RE—: EXISZHEEENNAERHA

Al (RS AEAL ST DI HEN -
O AN B 2 e SCRIEEAIL 55 e 2 e g

v NGEBIEANL SRR, T ENUG L P AL R

UREAAEREHEEXMIABRER] [ ZABNE
[REANAEREHEEXAAERER] [ LAk

i NGEIRIEANK S T, Tl 12 FIARAELL FA AL AL

[RME: PAESEREENN I AMERETR]
[ PARRIERIEENMTAMERER]

TR IERA T EIRA R AL LM AR,
Bk ah RIRSS) KRRIERIET, BAE L NGRS -

Bl BNTREEBENAEER THEEREFEE F L
fs—:) BB AT A RBIT R & (E: PAERIEHEEN AR

] LORBEA M GRIRS) (RSEANL S iz ik
AR, IR ITRBAE. AN,

26




GB/T 35273—2020

C.1

RE=: #RISZSHEBEHDAESHA

AR RIS AR RS IR, AR, i SR A B TR
S TILL R 0L IS, 3 SRR PTG A, MR
A CRIESD [OEANE% Shite.

DB AN A5 B e SRRk 25 D e Bx ™ f e 55 Shite it id 1
CRRE: AN A5 B 52 SRRk 55 D e Bk f e 55 Shie g 1

s NGEIRYT NS DY RETI, Sl TS U R AL L

en—
LY R N W R LT EoTy —— R 7

27



GB/T 35273—2020

28

C.1

T|E=:

PABEBRHEE, ik, AFEE

10

11

12

13

14




GB/T 35273—2020

D
D.1
D.1
XXXX XXXX
XXXX XX
]
]
]
]
]
]
]
]
XXXX
XXXX

29




GB/T 35273—2020

D.1

b)

c)

a)
b)

App

XX

10

11

12 31

2019

30




D.1

GB/T 35273—2020

31




GB/T 35273—2020

D.1

Web 2-7-
30

Web ?-7-
30

a b wN e

32




D.1

GB/T 35273—2020

g B~ WD

33




GB/T 35273—2020

D.1

14

34




D.1

GB/T 35273—2020

35




GB/T 35273—2020

[1] GB/Z 28828—2012
[2] GB/T 32921—2016

[3] 2016 11 7
[4] 2000 12 28
[5]1 2012 12 28
[6] 2018 8 31
[71 2013 7 16
24
[8] 2009 2 28
[9] 2015 8 29
[10] 2017 1 10
2017 4
[11] 1SO/1EC 29100 2011 Information technology—Security techniques—Privacy
framework

[12] 1SO/1EC 29101 2013 Information technology—Security techniques—Privacy
architecture framework

[13] ISO/IEC 29134 2017 Information technology—Security techniques—
Guidelines for privacy impact assessment

[14] 1SO/1EC 29151 2017 Information technology—Security techniques—Code of
practice for personally identifiable information protection

[15] ISO/IEC DIS 29184 Information technology—Online privacy notices and
consent

[16] APEC Privacy Framework APEC 2005

[17] Consumer Privacy Bill of Rights Act of 2015 (Administration Discussion
Draft) White House 2015

[18] CWA 16113 2012 Personal data protection good practices

[19] EU General Data Protection Regulation 2015

[20] EU-U.S Privacy Shield 2016

[21] NIST SP800-53 Rev. 4 2013 Security and privacy controls for federal
information systems and organizations

[22] NIST SP800-122 2010 Guide to protecting the confidentiality of personally
identifiable information (PII)

[23] NISTIR 8062 2017 An introduction to privacy engineering and risk management
for federal systems

[24] The OECD Privacy Framework OECD 2013

36



